IHAMATKA

JIJISI OBYYAIOIIUXCS OF HH®OPMALIMOHHOM
BE3OIMACHOCTH JETEHN

HEJIb351

1. BceMm noaps cooOuiaTh CBOIO 4acTHYIO HH(OpMaLKIO (HacTosue uMs, pamMuiuio,
TenedoH, aapec, HOMEp HIKOJIbI, a Takke (GoTorpapuu CBOU, CBOEH CEMbH U JIpy3ei);
2. OTkpbIBaTh BIIOXKEHHbIE (DalIbl 3JIEKTPOHHOM TOYTHI, KOrJa HE 3Haellb

OTIPABUTEIIS;
3. I'pyOuth, mnpuauparbcs, OKa3blBaTh JaBJICHUE - BECTH Ce0S HEBEXIMBO H
arpecCuBHO;

4. He pacnopspkaiicsi JeHbIaMU TBOEH ceMbU 0Oe3 paspelleHus CTapliux - BCerja
CIIpalnBan poauTeneu;

5. He Bcrpeuwarics ¢ VHTEpHET-3HAKOMBIMU B PEAJbHOW KU3HU - MOCOBETYMCS CO
B3pOCIBbIM, KOTOPOMY JOBEPSCILb.

1. He Bce mumyT npasay. Yuraems o cebe Henpasay B UHTepHeTe - coobmu 00 3ToM

CBOUM POUTEIIAM W OIEKyHaM;
2. [IpurnamaroT nepenuchiBaThCs, UTPaTh, 0OMEHUBATHCSA - IPOBEPH, HET JIM TI0/IBOXA;
3. Heszakonnoe komupoBanue  aitnoB B  MHTepHere -  BOPOBCTBO;

4. Bcerga pacckasbiBail B3pOCibIM O MpoOJieMax B CETH - OHU BCErja MOMOTYT;
5. Wcrnonb3yil HaCTPOWKH O€30MAaCHOCTH U MPHUBATHOCTH, YTOOBI HE MOTEPSATH CBOU
AKKayHTBI B COLICETAX U IPYTUX IOpTaiax.

MOXKHO

1. YBaxaiu IpYyTHUX II0JI30BATEIIEH;
2. Ilonb3yembcss  VHTEpHET-UCTOYHMKOM -  J€Nall  CChUIKY Ha  HEro;
3. OTkpbIBaii TOJIBKO TE CCBUIKH, B KOTOPBIX YBEPEH;
4. OOmaThCs 32 MOMOIIBIO B3POCIBIM - POJUTEINHN, OTNIEKYHBI U aIMUHUCTPALIUS CAUTOB
BCET1a IIOMOTYT;

5. Ilpoitnu oOyuenue Ha caite "CeTeBUYOK" M TOMYyYHd MACIOPT MHUQPPOBOTO
rpaxk1anvHal

WH®OPMALIMOHHASI TAMSITKA JJI5I
OBYUAIOLINXCS

C KaXXJIpIM TOZOM MOJIOZIE)KU B MIHTEPHETE CTAHOBUTHCS OOJIbIIE, & INKOJIBHUKH OJTHU
U3 CaMbIX aKTHUBHBIX IoOJb30Bareney PyHera. Mexay TeM, IMOMHUMO OIPOMHOIO
KOJIMYECTBA BO3MOXHOCTEH, MHTEPHET HECEeT M MpoOieMbl. DTa MaMsATKa JOJDKHA
IOMOYb TeOe 0€30I1aCHO HAXONUTHCS B CETH.

KomnbrorepHbie BUPYCHI

KoMmnbrloTepHblli  BHPYC - 3TO Pa3HOBUAHOCTh KOMIIBIOTEPHBIX IPOTPaMM,
OTJIMYUTENBHOU OCOOEHHOCTHIO KOTOPOH SIBJISIETCSI CLIOCOOHOCTh K pa3MHOXKEHHUI0. B



JIOTIOJTHEHUE K 3TOMY, BUPYCHl MOTYT MOBPEIUTH WM MOJHOCTHIO YHUUTOXHUTH BCE
daiinpl U JlaHHBIE, TOJKOHTPOJBHBIE TOJB30BATEN0, OT HUMEHU KOTOpOro Oblia
3amylleHa 3apakeHHasl MporpamMma, a TakKe MOBPEIUTh WIA AAKE YHUUYTOXHUTh
OMEpaIMOHHYI0 CHCTeMYy cO BceMu ¢ailaMu B 1eioM. B OONbIIMHCTBE CllydaeB
PacIpoCTpaHsSIOTCS BUPYCHI Yepe3 UHTEPHET.

Memoouwl 3auumst om 8pe0OHOCHBIX NPOSPAMM.:

1. Micrionb3y#t cCOBpeMEHHBIE ONIEPAIIMOHHBIE CHCTEMBI, HMEIOITUE CEPhE3HBIM YPOBEHb
3aIIUTHI oT BPEIOHOCHBIX IPOrpaMM;
2. IlocTostHHO ycTaHaBiauBak mayTu (1M(poBbIe 3aIlJIaTKH, KOTOPHIE aBTOMAaTHYCCKH
YCTaHABJIMBAIOTCA C IEIbI0 JTOPabOTKU MPOrpaMMbl) U JIPYrue OOHOBIICHHS CBOCH
oTiepalMoOHHON cucTeMbl. CKaurBail UX TOJIHKO C OPUITMATBHOTO caiiTa pa3padoTunKa
OC. Ecnum cymecTByeT peXUM aBTOMATHYECKOTO OOHOBJICHHS, BKIIOYH €TO0;
3. Paboraii Ha cBOeM KOMITBIOTEpE TIO]T IPaBaMH IMOJIb30BATEINSI, @ HE aIMUHUCTPATOPA.
DTO0 HE MO3BOJUT OOJIBIIMHCTBY BPEIOHOCHBIX MPOrPaMM HHCTALITUPOBATHCS HA TBOEM

EPCOHAIBHOM KOMITBIOTEPE;
4. Mcnionb3yil aHTUBUPYCHBIE IPOrPaMMHBIE TIPOJYKThI U3BECTHBIX ITPOU3BOIUTENEH,
c aBTOMAaTHUYECKUM OOHOBJIEHUEM 0a3;

5. Orpannub GU3HUECKUI JOCTYyH K KOMIBIOTEPY /I TMOCTOPOHHUX JIMII,
6. Vcnonp3yii BHEIIHHE HOCUTENX HH(POPMAIIUU, TaKUE KakK ¢uielika, JUCK Win (aiin
u3 VHTEPHETA, TOJIBKO u3 IIPOBEPEHHBIX MCTOYHHKOB;
7. He oTKpbIBaii KOMIIBIOTEPHBIE (paiiiibl, MOTYyUYECHHBIE U3 HEHA/IEKHBIX MCTOUYHUKOB.
Jaxe Te (haiinsl, KOTOPBIE MpUCIAT TBOM 3HAKOMBIN. Jlydliie yTOYHHU y HETO, OTIPABIISLIT
JI1 OH Te0E HX.

Ceru WI-FI

Wi-Fi - aT0 He B mepeaadn JaHHBIX, HE TEXHOJOTHS, a BCETO JHIIb OpeH, MapKa.
Eme B 1991 rogy Hunepnanackas koMmmanus 3apeructpuponana openn "WECA", uto
ob0o3Hauano cinoBocoueranue "Wireless Fidelity", KkoTopwlii mepeBOAUTCS Kak
"GecripoBogHAS TOYHOCTB".
Jlo Hamiero BpeMeHHU Joljia Japyras a0OpeBwarypa, KOTOpas SBJISETCS TaKOW Ke
TexHoJioruen. 1o abopesuarypa "Wi-Fi". Takoe Ha3BaHHe ObUIO JaHO C HAMEKOM Ha
cTaHAapT BeIciiel 3BykoBoW TexHuku Hi-Fi, yto B mepeBome o3HauaeT "BBICOKAS
TOYHOCTB .

Jla, GecruiaTHBINM UHTEPHET-AOCTYT B Kade, OTENSIX U adponopTax SBISETCS OTIMYHOM
BO3MOXHOCTBbIO BbIXOJ@a B HHTEepHET. HO MHOrme »SKchmepThl CUMUTAIOT, YTO
obmenoctynusie Wi-Fi ceTu He sBIsIOTCS 6€30MacHBIMH.

Cosemul no bezonachocmu pd6()/71bl 6 ()6Lt¢€()()CI72}’I1Hle cemsx Wi-fi:

1. He mepenaBaii cBoro juuHyro uHpopmamuio depes3 obmenoctynusie Wi-Fi cetn.
PaGoras B HuX, kenaTeNbHO HE BBOJUTH APOJIU IOCTYIIA, JOTUHBI U KaKUe-TO HOMEpa;
2. Ucnonb3yit 1 OOHOBIISIM aHTUBUPYCHBIE IPOrpaMMBbI U OpanaMayep. TeM caMbIM Thl
oOezonmacumb  ce0f  OT  3aKkayku  BUpyca  Ha  TBO€  YCTpOMCTBO;
3. Ilpu ucnons3zoBanun Wi-Fi otkmoun ¢ynkumio "O6mwmil noctyn k (aiinam u
npuntepam". JlaHHas QYHKIMS 3aKpbiTa MO YMOJYaHUIO, OJHAKO HEKOTOphIE
M0JIb30BATENIM aKTUBUPYIOT €€ JJI1 yA00CTBa MCIOJb30BaHUs B paboTe Wiu yueoe;
4. He ucnons3yit myomuunbiiit WI-FI 115 nepenayumn JUYHBIX AaHHBIX, HAlpUMeEpP IS
BBIX0/1a B colMaibHbIe ceTu 170071 B AIIEKTPOHHYIO MOYTY;



5. Ucnonw3yit Tosbko 3amuuieHHoe coenunenue yepes HTTPS, a e HTTP, T.e. npu
Habope BeO-aapeca BBOJIN UMEHHO "https://";
6. B wmoOwibHOM Tenedone otkmroun ¢Gysknmoo "Tloxkmouenne k- Wi-Fi
aBToMatndecku'". He fmormyckaii aBTOMaTH4ecKoro MOJAKIIOUYEHUs YCTPOICTBA K CETAM
Wi-Fi 6e3 TBOETO coryacusi.

COIII/la.]'II)HI)le CceTHu

CornuanbHbIe CETH aKTUBHO BXOJAT B HAIly JKW3Hb, MHOTHE JIIOJIU PA0OTAIOT U )KUBYT
TaM MOCTOSTHHO, a B Facebook y»xe 3apeructpupoBan MIWIIHAP/] YETOBEK, YTO SBIISETCS
OJIHOM CeIbMOM BCEX KMTEJIEH I1aHeThl. MHOrue mojab30BaTelad HE MOHUMAIOT, YTO
uHbopMaIus, pa3MelieHHas WMH B COLMAIBHBIX CETAX, MOXKET OBbITh HaljeHa |
WCIIOJIb30BaHa K€M yTOJHO, B TOM YHCJIe HEe 00s13aTeIbHO ¢ OJIaruMU HaMEPEHUSIMHU.

OcHosHble cosembl no 6€30NaACHOCMU 8 COUYUAIIBHbIX ceniix.

1. Orpannub cnucok apy3eil. ¥ 1e0s B ApPy3bAX HE JOJKHO OBITh CIIy4aillHBIX U
HE3HAKOMBIX JOJEH;
2. 3amumiaii cBo 4yacTHyIO ku3Hb. He ykasbiBail maponu, TenedoHsl, aapeca, naTy
TBOETO POXACHUS WU APYTYIO JUYHYIO HHOOPMAIUIO. 3J0YMBIIUIEHHUKH MOTYT
UCTIOJb30BaTh Jake MH(GOPMAILMIO O TOM, KaK Thl U TBOU POAMTENH IUJIAHUPYETE
IIPOBECTH KaHUKYJIbI;
3. 3amumiai cBO pEeryTalHtIo - IEpKU €€ B UUCTOTE U 3a/aBail ce0e BOIpOC: XOTel
OBl ThI, 4YTOOBI APYTHE MOJIB30BATENN BUJIEH, YTO ThI 3arpy:xaeis? [logymait, npexae
yem 4TO-TO OIyOJIMKOBATh, HaIuCcaTh u 3arpy3uTh;
4. Ecnu Thl TOBOPUIIB C JIFOABMU, KOTOPBIX HE 3HACIb, HE UCIIOJIB3YH CBOE peaIbHOE
UM U JPYTYIO JIMYHYI0 WHGOPMAIMM: UMS, MECTO XUTEIbCTBA, MECTO y4deObl U

npoyee;
5. N36eraii pasmemenus ¢potorpaduii B UHTEpHETE, T/I€ THI H300pa)KEH HA MECTHOCTH,
o KOTOpOM MOXHO OTIPE/ICTUTh TBOC MECTOIIOJIOKCHUE;

6. Ilpu peructpanuu B COLMAIBHOM CETH HEOOXOAMMO HCIOJIB30BATH CIIOXKHBIC
napoiu, cocrosimue U3 OykB M IU(p M C KOJIMYECTBOM 3HAKOB HE MeHee §;
7. J17ig cOMaIbHON CETH, TTOYTHI M IPYTHUX CAWTOB HEOOXOIUMO HUCIIOIH30BAThH Pa3HbIC
naposu. Toraa ecinu Te0st B3IOMAIOT, TO 3JI0YMBIIUIEHHUKH MOJIy4aT JOCTYIT TOJIBKO K
OJIHOMY MECTY, a HE BO BCE Cpasy.

JJIeKTPOHHBIE IEHbI'H

DNEeKTPOHHBIC ACHBIU - ITO OYEHBb YJOOHBIN CIIOCO0 TIIaTeX ek, OHAKO CYIIECTBYIOT
MOUIEHHUKH, KOTOpBIE XOTSIT MOJIYYUTh ITH JIEHBI .
DJIEKTPOHHBIEC AEHBIU MOSABUIMCH COBCEM HEAABHO M MMEHHO M3-3a 3TOTO BO MHOT'MX
rocyiapcteax g0 CHX T@Op HE TMPONMCAHO NP0 HUX B  3aKOHAX.
B Poccun ke oHM (DyHKIIMOHHPYIOT U O HHUX YX€ IMPOIMCAaHO B 3aKOHE, TJe MX
pPa3ieNAoT Ha HECKOJBKO BUJIOB - aHOHUMHBIE U HE aHOHUMHBbIE. Pa3HuIla B TOM, 4TO

aHOHMMHBICE - O3TO T€, B KOTOPBIX paspelraeTcs MNPOBOAUTH omepanuu 0e3
UJCHTU(UKAIIMK TTOJB30BaTENs, @ B HCAHOHUMHBIX WICHTU(DUKAIMS TOJIb30BaTEs
SIBJIAETCS 00s3aTeIbHOM.

Taxoke cnemyer pa3nuvarh dJIEKTPOHHBIC (UATHBIC IEHBIH (PaBHBI TOCYIAPCTBEHHBIM
BaJIIOTaM) W OJJIGKTPOHHbIE He(UaTHbIE JAE€HbIW (HE paBHBI TOCYJAPCTBEHHBIM
BaJIIOTaM).

OcHoeHble cosembl no 6e30nacHoll paﬁome C JJIEKMPOHHbIMU OeHbeamiu:



1. IlpuBsixku Kk cuety MOOWIbHBIN TenedoH. ITO caMblil yA00HBINM U OBICTPBINA CIOCOO
BOCCTaHOBUTH JOCTYI K cueTry. [IpuBs3anHbIi TenedoH MOMOKET, €Ciu 3a0yIe1lb CBOM
IJIATeKHBIM  MApoJib  WIM 3alicllb HAa CalUT C HE3HAKOMOTO YCTPOMCTBA;
2. Ucnonb3yit ogHopazoBslie naponu. [locne nepexona Ha yCHIIGHHYIO aBTOPHU3AIUIO
Tebe yxe He OyJleT yrpokaTh OMAaCHOCTh KPa)KU WM MepexBaTa IJIaTeKHOro maposis;
3. Beibepu cnoxusiii napoib. [IpectymHukam OyAeT HEe MPOCTO yraiath CIOMXKHBIN
naposb. HagexxHbple mapoiu - 3T0 naposiv, KOTOpbIE CoepkKaT HE MEHEE 8 3HAKOB U
BKJIIOYAIOT B c€0s CTPOUHBIC U MPOMHUCHBIE OYyKBbBI, HU(PHI U HECKOJIHKO CHMBOJIOB,
TaKWe KakK 3HaK Jojutapa, GyHTa, BOCKIUIATENbHBIN 3HaK U T.11. Hampumep, $tROng!;;
4. He BBOIM CBOM JIMUHBIE ITaHHBIE HA CaliTax, KOTOPHIM HE JOBEPSICILIb.

3.]'IeKTp0HHaﬂ mnmo4yrTa

DNEeKTpPOHHAs MOYTa - 3TO TEXHOJIOTHSI U MIPEIOCTABIIIEMBIE €10 YCIIYTH 110 TIEPEChUIKE
U MOJIYYEHHUIO AJIEKTPOHHBIX COOOLIECHUM, KOTOPbIE PACIPEEIISIOTCS B KOMIIBIOTEPHON
cetd. OOBIYHO BIIEKTPOHHBIM IMOYTOBBIM SIIMK BBIMJISIAUT CIEAYIOIUM 00pa3oM:
UMs_TI0JIb30BaTeNA(@uUMs_oMeHa. Takke KpoMe nepeiadi MPOCTOTO TEKCTa, HMEETCS
BO3MOXHOCTb NepeaaBaTh (ailibl.

Ocnosnvie cosemvi no 6e30nacHoll pa6()me C 3.78/\"/’11[7()HH()£[ noymou:

1. Hano BeIOpaTh paBUIIbHBINM OYTOBBIN CEpBUC. B MHTEpHETE €CTh OrPOMHBIN BBIOOD
OecCIUIaTHBIX TTOYTOBBIX CEPBUCOB, OJHAKO JIy4Ille JOBEPATH TE€M, KOTO 3HACUIb U KTO

IIEPBbIN B pEUTHHrE;
2. He ykaspIBaii B TMYHOM MouTe JTWMYHYIO HHMOopMaruio. Hanpumep, jrydie BeIOpaTh
"My3bIKaJIbHBIN (haHaT@" W "pok2013" BMECTO "remal3";
3. Hcnonb3yil JBYXATAaMHYI aBTOPU3AlLMIO. DTO KOrJa MOMHUMO MapoJid HY>KHO
BBOJIUTDH KOJI, MIPUCHLIAEMbII 1o SMS;
4. BeiObepu C0XKHBIA Mapostb. [ KaKI0T0 MOYTOBOTO SIIUKA JTOHKEH OBITH CBOU
HaJICXKHBIM, YCTONYUBBIN K B3JIOMY [1apoJb;

5. Ecin ecTh BO3MOXKHOCTh HAaIMcaTh CAMOMY CBOM JIMYHBINA BOIPOC, UCIOIb3YH 3Ty
BO3MO>KHOCTD;
6. Mcnonb3yld HECKOJIBKO MOYTOBBIX SIIIMKOB. IIepBbINA N1 4acTHOW NEPENUCKHU C

ajJipecaTaMH, KOTOPBIM TBI
JOBEpSEIIb. JTO JJACKTPOHHBINA aJpec HE HAJO MCIIONB30BaTh MPH PETHUCTPAllMU Ha
dbopymax u caiTax;

7. He oTkpbiBail (paiinbel U Apyrue BIOXKEHHS B MUChbMaX, JIa)e €CIM OHU MPUIILIA OT
TBOMX Jpy3ei. Jlydiie yTOYHM y HUX, OTHpPAaBIsUIM JIU OHU Tebe 3TU (haiimbr;
8. Ilocne okoHuaHusi pabOTHI Ha MOYTOBOM CEPBHUCE TEPEN 3aKPHITHEM BKIIAIKU C
caiiToMm He 3a0yJb HaXkaTh Ha "BeriiT".

Ku0epOynanHr uim BUPTyajabHOE U3/1€BATEJIbCTBO

KubepOymmmHr - mpecienoBaHue COOOIIEHUSMH, COACPKAIUMU OCKOPOIeHUS,
arpeccuio, 3alyTUBaHHe; XYJIUTaHCTBO; COIMANBHOE OOMKOTHPOBaHHE C TTOMOIIBIO
Pa3IUYHBIX UHTEPHET-CEPBUCOB.

OcHosHble cogembl o 6opbbe ¢ KUOEepOYIIUHSOM.

1. He 6pocaiics B 60ii. Jlyummuii cmoco6: mOCOBETOBATHCA Kak ce0s BECTH U, €CJIA HET
TOTO, K KOMY MOXHO OOpaTUTbCS, TO BHayaje YCIOKOMUThCA. Ecium Thl HayHENIb
OTBEYaTh OCKOPOJICHUSIMU Ha OCKOPOJIEHUS, TO TOJIBKO €Ille OOJBIIE Pa30kKKEIlb



KOH(JIUKT;

2. VYpasisii CBOEH kubeppenyTauuei;
3. AHOHUMHOCTHh B ceTH MHHMMas. CyIllIeCTBYIOT CIIOCOOBI BBIICHUTb, KTO CTOUT 3a
AHOHMMHBIM aKKayHTOM;

4. He cTouT BecTu XyJIMraHCKUN 00pa3 BUPTyalibHOM *u3HU. IHTepHEeT Ppuxcupyer Bce
TBOM JIEHCTBUA M COXpaHSAET UX. YJAIUTh UX OyAeT KpallHe 3aTpyJHUTEIIBHO;
5. Cobmopait CBOIO BUPTYaJbHYIO 4ECTh CMOJIONY;
6. Urnopupy#t enuHuyHblii HeratuB. OIHOPA30BBIE OCKOPOUTENIbHBIE COOOIECHHUS
Jdyuiie urHopupoBatb. OOBIYHO arpeccusi MpeKpalaeTcs Ha HavdalbHOM CTaauu;
7. ban arpeccopa. B mnporpammax oOMeHa MrHOBEHHBIMH COOOIIECHUSIMH, B
COIIMAIBHBIX CETSAX €CTh BO3MOXKHOCTh OJIOKUPOBKH OTIIPABKH COOOIICHUHA C
OIIPEJICTICHHBIX aZpeCcoB;
8. Eciau Thl cBuzmerens kubepOysuinHra. TBou AeWCTBUS: BBICTYNHTb NPOTHB
rpecieioBarTens, II0Ka3aTb €My, 4YTO €ro JEUMCTBUS OLIEHUBAIOTCS HETAaTUBHO,
NOJAJIEPXKATh KEPTBY, KOTOPOM HyKHA TMICHUXOJIOTUYECKAsT TMOMOIb, COOOIIUTH
B3pOCIIBIM O (paKTe arpecCUBHOTO MOBEICHUS B CETH.

MoOuiabHbIN TeaedoH

CoBpemeHHbIe CMapTOOHBI W IUIAHIICTHI COJAEp)KAaT B ceOe BITOJTHE B3POCIHBIN
(GyHKIIMOHAN, W TEHmeph OHM MOTYT KOHKYPHPOBAaTh CO CTallMOHAPHBIMHU
KoMmmbioTepamMu. OJHAKO, CPEJICTB 3aIIUTHI ISl MOJOOHBIX YCTPONCTB MOKa OYEHb
Masio. TecTupoBaHKHE M MOUCK YSI3BUMOCTEN B HUX MPOUCXOAUT HE TaK MHTCHCUBHO,
kak gua  IIK, To ke camoe KkacaeTci W MOOWIBHBIX TMPHIOKCHUH.
CoBpeMeHHbIE MOOWIbHBIE Opay3ephl YK€ IMPAKTUUYECKU JOTHAJIU HACTOJbHbIC
aHaJIOTH, OJTHAKO pacupeHne (PyHKIIMOHAIA BICYET 3a COO0H OOJIBIITYIO CII0KHOCTD U
MEHBIIYIO 3alUIIEHHOCT.
Jlaneko He Bce MPOU3BOIUTENH BBIITYCKAIOT OOHOBIICHHS, 3aKPHIBAIOIINE KPUTHICCKUE
YSA3BUMOCTH VISl CBOUX YCTPOMCTB.

OcHosHble cosembl 0151 0e30naAcHOCMU MOOUTbHO2O me.ve(j)ona.'

1. Huuero He siBnsieTcs mo-HacTosAeMy OecriaaTHbIM. Byb OCTOpOKEH, Beb KOT/aa
Tebe MpeiararoT OeCIIaTHBI KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHe-TO TTATHBIE

YCIYTH;
2. Qymaii, npexe yem otnpaButb SMS, poTto unu Buaeo. Thl TOYHO 3HACIIID, T/I€ OHU
oynyT B KOHEYHOM urore?

3. Heo0xomuMo OOHOBJSTH OMEPAIMOHHYID CHCTEMY TBOETO CMapTQoOHa;
4. Hcnomp3yii aHTUBUPYCHBIC TIPOTPAaMMBI JJII  MOOWIBHBIX  Tele(OHOB;
5. He 3arpy»aii npuaoeHusi OT HEU3BECTHOT'O HCTOYHUKA, BEJIb OHU MOT'YT COJIEPIKATh

BPEIOHOCHOE IIPOrpaMMHOE o0ecnieyeHue;
6. I[Toce Toro Kak Thl BBIWJEIIH C CaiiTa, TJI€ BBOAMI JTUYHYIO HH(GOPMAIIHIO, 32l B
HACTPOUKHU Opay3epa u yaanu cookies;

7. llepnoanuecku NpoBepsIii, KAKKE IUIATHBIEC YCIIYT'H aKTUBUPOBAHBI HA TBOEM HOMEPE;
8. [laBaii cBOlf HOMEp MOOMIIBHOTO TeJeOHA TOJIBKO JIIOJSIM, KOTOPHIX Thl 3HACIIb U
KOMY JOBEpPSIEILb;
9. Bluetooth nomxeH ObITH BBIKIIOYEH, KOT/Ia Thl UM HE MoJb3yeuibcsa. He 3a0biBait
MHOT/Ia IPOBEPSTH 3TO.

Online urpsi



CoBpeMeHHbIE OHJIAWH-UTPBI - A3TO KPACOUHBbIE, 3aXBATHIBAIOIINE pPA3BICUCHMUS,
00BEIUHSIONINE COTHU THICSIY YEJIOBEK M0 BceMy Mupy. Urpoku ncciaeayroT JaHHBIM
UM MUp, OOIIAIOTCS IPYT C IPYTOM, BBIIOJHSIOT 3aJJaHHsI, CPAKAIOTCS C MOHCTPAMH U
MOJy4yaloT ONBIT. 3a YIOBOJBCTBHE OHHU IUIATAT: IMOKYMHAarOT AWCK, OIUIAYUBAIOT
aOOHEMEHT 170041 pUOOPETAIOT KaKue-TOo OTILIHH.
Bce sTu cpenctBa mAayT Ha MOAJEp)KaHUWE W Pa3BUTHE UTPHI, a TAaKKE HA camy
0€30MacHOCTh: COBEPLICHCTBYIOTCSI CHCTEMbl aBTOPU3allMU, BBIYCKAIOTCS HOBBIC
naty (LUQpPOBBIE 3aMIATKUA JUIsl IPOrPaMM), 3aKPBIBAIOTCS YS3BUMOCTH CEpPBEPOB.
B nmogo6HBIX Urpax CTOUT OMacaThCsi HE CTOJIBKO CBOUX COMEPHHUKOB, CKOJIBKO KPaXku
TBOETO MapoJisi, HA KOTOPOM OCHOBaHA CUCTEMa aBTOPU3ALIMU OOJIBIINHCTBA UTP.

OcHosnbie cosemwvl no 6€30NACHOCIU MBOE20 ucpoeoco aKkKkaynma.:

1. Ecniu npyroii urpok BeaeT ce0si MI0X0 WK CO3/1a€T Te0e HEMPUATHOCTH, 3a0JI0KUPY M
ero B CTIHCKE UTPOKOB;
2. Tloxamyiics aAMUHHCTpAaTOpaM HWIPhl Ha IJIOXOE TOBEACHUE STOr0 WIPOKa,
KEJATeIbHO  TMPWIOKUTh  KAKWUEe-TO  JIOKAa3aTelbCTBA B BHJE  CKPHUHOB,

3 He yKa3bIBa JIMYHYIO UHpOpMAIUIO B npodariine UTPBI;
4. YBaxan IPYTUX Y4aCTHUKOB 1o Urpe;
5. He yCTaHaBJIMBan Heo(HIaTbHBIC naT4au u MOJIBI;
6. Hcnons3yi CJI0KHBIE 171 pasHbIe MapOoJIu;

7. Jaxe BO BpeMsl UTPbl HE CTOUT OTKJIIOYATh aHTUBHUpYC. [loka Thl Urpaeiib, TBOU
KOMITBIOTEP MOTYT 3apa3uTh.

@OUIIMHT WU Kpaika JUIHbIX JTaHHBIX

OOBIYHOM Kpaxel IeHEer W JOKYMEHTOB CEroJHs YK€ HHKOTO HE YIUBHUIIbL, HO C
pa3BUTUEM MHTEPHET-TEXHOJIOTHH 3JI0YMBIIIJICHHUKH MEPEMECTHIIUCh B UHTEPHET, U
MPOIOJKAIOT 3aHUMATbHCS "mo0uMbIM" JIETIOM.
Tak mosiBUIaCh HOBas Yrpo3a: HHTEPHET-MOIICHHUYECTBA WIH (DUILIMHT, TIIaBHAS 1ENTb
KOTOPOTO COCTOMT B TIONYyYEHUH KOH(HIEHIMAIBHBIX JTaHHBIX I0JIb30BaTeleH -
JIOTUHOB U maposeit. Ha anrnuiickom si3bike phishing unraercs kak pumunr (ot fishing
- pp1OHas 0B, password - mapoJb).

OcHosHble cogembl no 6()[)196(3 Cc (i)l/llLlUHZ(),U.'

1. Cnenu 3a cBouM akkayHToM. Ecim Thl mojo3peBaelib, 4TO TBOSI aHKETa ObLIa
B3JIOMaHa, TO HEOOX0IMMO 3a0JIOKUPOBATh €€ U COOOITUTH aIMUHUCTPATOpaM pecypca

00 TOM KaK MO>XHO cKopee;
2. Hcnonp3yit Oe3omacHble BeO-CaliThl, B TOM 4YHCIE, HWHTEPHET-MarasMHoOB H
MTOMCKOBBIX CHCTEM;

3. Vcnonb3y#t coKHbIE U pa3Hble Mapoiid. Takum 00pa3oM, eciu TeOs B3JIOMAaIOT, TO
37I0yMBIIIJICHHUKHU MTOJy4aT JOCTYI TOJBKO K OJJHOMY TBOEMY MpPOQMIIO B CETH, a HE
KO BCEM;
4. Ecnu Te0s B3lOMaiM, TO HEOOXOAMMO MpPEIyNpEeUTh BCEX CBOUX 3HAKOMBIX,
KOTOpbIE 100aBJeHbl Yy T€0S B APY3bsX, O TOM, YTO T€OS B3JIOMAIU U, BO3MOXKHO, OT
TBOETO HUMEHM OyAeT pacchUlaTbCsi ClaM W CChUIKM Ha (DUILIMHTOBBIE CAWTHI;
5. VYcranoBu HanexHsli maponb (PIN) wHa  mMoOunbHBIM  Tenedow;
6. Otxiroun COXpaHEHHE apoJs B Opay3epe;
7. He oTkpbIBail (aiisibl U Ipyrue BIOKEHUS B MHUCbMaX, AaKe €CJIM OHU MPUILINA OT
TBOMX Apy3el. JIyulne yTouHH y HUX, OTHOPABIISUIN JIM OHU TeOe 3TU (ailibl.



Hudposas penyranus

[{udposas pemyTanus - 5T0 HETAaTUBHASI WJIA MMO3UTUBHAS WHPOPMAIIHS B CETH O TeOe.
KommpomeTtupytomas uapopMaiius, pasMelieHHas B HHTEPHETE, MOKET CEPbE3HBIM
00pa3zoM oTpa3uThCs Ha TBOEH peanbHOU >xku3HU. "Lludposas pemyranus" - 310 TBOI
UMUK, KOTOpbIM Qopmupyercss wu3 wuHpopmammu o Tebe B HMHTEpHETE.
TBoe MecTo XUTENbCTBA, y4eObl, TBOE (PUHAHCOBOE IOJIOKEHHUE, OCOOEHHOCTH
XapakTepa W pacckazbl O OMU3KUX - BCE OTO HAKAIUIMBAeTCS B  CETH.
MHorue noJpoCTKH JIETKOMBICIEHHO OTHOCSTCS K ITyOJUKalUy JIMYHOU nHpOopManmu
B lHTepHeTe, HE MOHMMAas BO3MOXHBIX MOCHEACTBUNA. Thl Jake HE CMOXKEIb
JoragaThCs 0 TOM, 4TO (pororpacdus, pa3MelleHHas S5 JEeT Ha3aj, cTajla MPUYUMHOU
OTKa3a PUHATH TeOs Ha pabory.
KommenTapuu, pasmemnienue TBoux ¢ororpaduii ¥ Opyrue AEUCTBUS MOTYT HE
MCYE3HYTh JaXe IMOCJe TOro, Kak Thl UX yAalullb. Thl HE 3HACIIb, KTO COXPAHUI ITY
uHpOpMaIUIO, MoNajia JId OHAa B TMOUCKOBBIE CHUCTEMBbl M COXpaHWJIACh JIM OHA, a
IJIABHOE: YTO MOJYyMArOT 0 TeOe OKPY KaIOLIHe JII0/IU, KOTOPhIE HAWIYT U YBHUIIST ITO.
Haiiti napOpManuio MHOTO JIET CIIyCTsI CMOXKET JIF000H - KaK U3 T0OPHIX MO0y KICHHH,
TaK ¥ C HAMEPEHUEM MTPUYUHUTH BPEIl. DTO MOXKET OBITh KTO YT'OJTHO.

OcHosHble cosembl no 3auiume Yyu@dpoeot penymayui.

1. [logymaii, mpexxze 4eM 4To-TO IMyOJIMKOBaTh U MepeaaBaTh y ceOsl B 0Jiore uiu B

COLMAJIbHOM CETH;
2. B nactpoiikax npoduisi yCTAaHOBH OTPaHUYEHUSI HA TIPOCMOTP TBOETO MPOPMIIS U
€ro COJIEPKUMOTO, caean €ro TOJIBKO " st npyseu';

3. He pa3memaii u He yka3bpIBaii HHG)OPMAIIUIO, KOTOPas MOXKET KOT0-JTHO0 OCKOPOISAThH
WA OOMKATh.

ABTOpCKOE NPaBo

CoBpeMeHHBIC TIKOJBHUKU - aKTUBHBIC IOJIB30BATEIM ITM(PPOBOIO TPOCTPAHCTBA.
OmHako Jajaeko HE BCE 3HAIOT, YTO IIOJB30BAaHWEC MHOTHMH BO3MOXKHOCTSIMU
udpoBoro Mupa TpedyeT COOMIOACHHS MPaB Ha WHTEUICKTYalIbHYI0 COOCTBEHHOCTD.
TepmuH "UHTENIEKTyallbHAas COOCTBEHHOCTh' OTHOCUTCS K Pa3IMUHBIM TBOPECHUSIM
YEeJIOBEUECKOT0 yMma, HAayMHas C HOBBIX H300pETeHMI W 3HAKOB, 0003HAYAIOIINUX
COOCTBEHHOCTh Ha TPOJYKTHl W YCIyTH, W 3aKaH4YMBas KHUTaMu, Qortorpadusimu,
KHHO(pHITEMaMH u MY3bIKaJIbHBIMU MPOU3BEICHUSIMU.
ABTOpCKHE TIpaBa - O3TO TMpaBa Ha MHTEIUICKTyalbHYI0 COOCTBEHHOCTh Ha
MPOU3BEACHUS HAYKH, JUTEPATypbl M MCKYCCTBA. ABTOPCKHE TpaBa BHICTYMAIOT B
KaueCTBE TapaHTUHU TOTO, YTO MHTEIICKTYaIbHBIM/TBOPUCCKUI TPy aBTOpa HE OyIeT
HAMpacHbIM, JacT €My CIpaBEeJIMBBIE BO3MOKHOCTH 3apaloTaTh Ha pe3yibTaTax
CBOETO TPy/1a, MOJYYUTh U3BECTHOCTH U Mpu3HaHue. Hukto 6e3 paspeiieHus aBTopa He
MOXET  BOCIPOM3BOAWTH €0  TMPOU3BEACHHUE, PACHPOCTPAHITh,  IMyOIUYHO
JIEMOHCTPUPOBATh, TMPOJaBaTh, WMIIOPTUPOBATh, ITyCKaTh B IMPOKAT, IMyOIUYHO
UCTIOJIHATh, TIOKa3bIBaTh/UCHIONHATE B ddupe wim pasmemars B HWHTepHere.
Hcnonb3oBanue '"muparckoro" MpOrpaMMHOrO OOECleYeHUs: MOXKET MNPUBECTH K
MHOTHUM PHUCKaM: OT TOTEPH JAHHBIX K TBOUM aKKayHTaM J0 OJIOKMPOBKH TBOETO
YCTPOMCTBA, T/I€ YCTAaHOBJICHA HeyeraiabHas mporpamma. He cTout takxke 3a0bIBaTh,
YTO CYIIECTBYIOT JIETaJIbHBIE U OECIJIaTHBIE MPOrpaMMbl, KOTOPhIE MOKHO HaWTH B
CETH.



O noprajie CeTeBH4OK.p(

CereBuuok.pd - TBOM TJIaBHBIM COBETYMK B CETH. 3J€Ch Thl MOXEIIb Y3HATh O
0€30MacHOCTH B CETU MOHSATHBIM W JIOCTYNHBIM SI3bIKOM, a MPU BO3HUKHOBEHHHU
KPUTUYECKON CHUTyallud OOpaTUTHCA 3a COBETOM. A TakKe MPHUHATH y4acTHE B
KOHKYpCax U CTaTh caMbIM LU(POBBIM TpakJTaHUHOM !
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